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Abstract

This white paper will cover a brief history of coaipr networking as well as the basics
of how to set up an Ethernet Network. Other itemgeced include both wired and
wireless network implementations as well as premisig components.
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Computer Networking - A brief history
ARPANET/Internet

The Advanced Research Projects Agency (ARPA) weated by the US government
right after the then Soviet Union launched theiut8fk satellite in 1957. ARPA’s focus
was to research how to best utilize existing compsystems to aid in national defense.
Part of this agencies' research was to develop wasto be known as the ARPANET.
The ARPANET is the first example of a Wide Are Netwsimilar to today’s Internet.
The ARPANET was brought online in 1969 and inifiadbnnected four major computers
at universities in the southwestern US (UCLA, StamifResearch Institute, UCSB, and
the University of Utah). The contract was carried loy BBN of Cambridge, MA under
Bob Kahn and went online in December 1969. By 180, MIT, Harvard, BBN, and
Systems Development Corp (SDC) in Santa Monica, Wale added. By January 1971,
Stanford, MIT's Lincoln Labs, Carnegie-Mellon, abdse-Western Reserve U were
added. In months to come, NASA/Ames, Mitre, BuriasigRAND, and the U of lllinois
plugged in. After that, there were far too mankéeep listing here.1

Ethernet

Ethernet is a data communications architectureishaged to connect multiple computers
together either on a Local Area Network or a WideaNetwork.

May 22, 1973, at the Xerox Palo Alto Research GgtARC), the world's first Ethernet
LAN transmitted its first packet (chunk of datahelproud inventors were Bob Metcalf
and David Boggs. For years they labored in therktiooy to improve their invention. By
1976 their experimental network was connecting dédces.2

ARCnet

In September 1977, the world's first commerciallgilable local area network was first
put into service at Chase Manhattan Bank, New Yaska beta-site. Short for Attached
Resource Computer network, ARCnet was developddaigpoint Corporation in San
Antonio, Texas. It was defined as a group of nadascommunicates to one another
over a geographically limited area usually withireduilding or a campus of buildings.
It was the simplest, and least expensive typeadllarea network. A special advantage
of ARCnet is that it permitted various types ohgmission media to be mixed on the
same network: twisted-pair wire (Max. extension bi€ters), coaxial cable (650 m.) and
fiber optic cable (2.000 m.) Today, ARCnet is slive in numerous companies all over
the world and has more than seven million instatledes.3

Networking Today

The Majority of today’s computer networks utilizeetEthernet architecture and
communicate via the IP (Internet Protocol) proto&mecades of research and
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development have given us affordable, high speddealatively secure access to millions
of worldwide resource in real time.

The OSI Model

In the late 1970s, two projects began independentti the same goal: to define a
unifying standard for the architecture of netwogksystems. One was administered by
the International Organization for Standardizafil80), while the other was undertaken
by the International Telegraph and Telephone Caoaisud Committee, or CCITT (the
abbreviation is from the French version of the narmbese two international standards
bodies each developed a document that definedasimatworking models.

In 1983, these two documents were merged togettfermn a standard called The Basic
Reference Model for Open Systems Interconnectibat'$ a mouthful, so the standard is
usually referred to as the Open Systems IntercdiameBeference Model, the OSI
Reference Model, or even just the OSI Model. It pakslished in 1984 by both the ISO,
as standard 1SO 7498, and the renamed CCITT (nteddhe Telecommunications
Standardization Sector of the International Teletwmication Union or ITU-T) as
standard X.200.

One interesting aspect of the history of the O&feRence Model is that the original
objective was not to create a model primarily fdueational purposes—even though
many people today think that this was the case.J8BEeReference Model was intended
to serve as the foundation for the establishmeatwidely adopted suite of protocols
that would be used by international internetworksstbally, what the Internet became.
This was called, unsurprisingly, the OSI Protocoit&4

There are 7 layers of the OSI model

Layer 1 of the 7 layer Model is the Physical Layer aefirtes the physical and
electrical characteristics of the network. The MEEZds in your PC and interfaces on your
routers all run at this level.

Layer 2 is known as the Data Link Layer . It defines #oeess strategy for sharing the
physical medium, including data link and media asdsesues. Protocols such as PPP,
SLIP and HDLC live here.

Layer 3 Layer 3 is the Network Layer , providing a meforscommunicating open
systems to establish, maintain and terminate né&wannections. The IP protocol lives
at this layer, and so do some routing protocolkth routers in your network are
operating at this layer.

Layer 4 Layer 4 is the Transport Layer , and is where Ti@#%. The standard says that
"The Transport Layer relieves the Session Layex [s®yer 5] of the burden of ensuring
data reliability and integrity".

Layer 5 Layer 5 is the Session Layer . It provides fop t@mmunicating presentation
entities to exchange data with each other.
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Layer 6 Layer 6 is the Presentation Layer . This is wizgnglication data is either
packed or unpacked, ready for use by the runnipgcgtion. Protocol conversions,
encryption/ decryption and graphics expansionakiés place here

Layer 7 Finally; Layer 7 is the Application Layer . Theswhere you find your end-user
and end-application protocols, such as telnet gityl, mail (pop3 and SMTP). 5

Information being transferred from a software aggdion in one computer system to a
software application in another must pass throhghQSI layers. For example, if a
software application in System A has informatiotremsmit to a software application in
System B, the application program in System A pal§s its information to the
application layer (Layer 7) of System A. The apation layer then passes the
information to the presentation layer (Layer 6)jchirelays the data to the session layer
(Layer 5), and so on down to the physical layew@rdl). At the physical layer, the
information is placed on the physical network mediand is sent across the medium to
System B. The physical layer of System B removesriformation from the physical
medium, and then its physical layer passes therrdton up to the data link layer
(Layer 2), which passes it to the network layery@ra3), and so on, until it reaches the
application layer (Layer 7) of System B. Finallyetapplication layer of System B passes
the information to the recipient application pragreo complete the communication
process.6

Thee Interconnectivn Grganization Tor Standardzation (150 created the 051 model to help computer systems
O&A }'Wam the D e”g%;ti?m;. 17 communicate tagether in “apen system envirnments” The madel utilizes seven layered communication
Interconnection (051) Mode protocals which are listed below, Withut the 051 model, applications that we use every day would not be

able to pass data and communicate with applications fram othver vendors,

Computer A sends an E [j T Computer B receives an

email from Computer A

email te Computer B =2

Defines range of applications that handle data iransfer, ete. Application  Layer7

Application  Layer 7

Contains protocols fer displaying or printing information, |
Encryption also handled hene,
Ceordinates exchange of information between systems. SESSiﬂn Larer 5

Frovides control for maving informatien between 5 5.
Inchudes error handling, prioritization, and seourity featunes.

it e = Network Layer 3

Defines the rules for sending and receiving data across the
mnlulmmmu Alsa muiﬂmemmemﬂmand cantral.

anlmtho Iullmrl'ann
The companents used hammﬁ network for example, thsl'ml I-a!"e'r 1

Phiysical media for 031
Data packets are assembled and dissected as they pass through the protocol layers.

Physical Layer 1
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The basic idea behind computer networking is toesh@sources such as printers and
Internet connections as well as sharing files betw@mputers/users. This saves time
and money. Today there are two networking optiamsed and wireless. This paper will
explain how to set up both types of networks.

Wired Network

First, each desktop or laptop computer that yootw@add to the network will require
an Ethernet Adapter or NIC (Network Interface Cafd)ot of computers sold over the
last few years have a NIC built right in. You wikked to check your computers user
manual to see if you already have one in your cderpif you do not have a NIC they
are readily available through many retail stored apb e-tailers. You will need to know
the exact style of NIC that will fit in your compaunt again this will be defined in the user
manual. Once you have NIC’s in all our computes thill be networked, you will need
an Ethernet Switch. An Ethernet switch is a maigragation point that connects all the
PC'’s, printers and other network peripherals togietim today’s wired networks,
Category 5E or Cat 5E copper cabling is the stahdable type used to connect the PC’s
to the Ethernet switch. The standard connectoherCAT5E cable is called an RJ45
connector. Please see diagram 1 for reference.

Diag. 1

RJ45 Male Plug on the end of a CAT 5E cable

PCs, Routers, managed Ethernet switches and sonterpmmust all have an IP address
to communicate on a network. The IP (Internet Rrajoaddress is made up of four
numbers separated by periods (each number can framgé® to 255). Along with an IP
address there is a subnet mask, which specifieshwiiis of the IP address correspond to
an individual IP network or host within a sub netkwdl he details and mechanics of IP
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addresses and Subnet masks are beyond the scitye dper so we will boil it down to
the basics. It is imperative that each IP addredssaibnet mask on the PC’s in the
network be configured properly in order to shasoteces. Each PC needs to have a
unique IP address in order to communicate on th&ark. For this networking example,
you will need to make sure all the numbers arestimee on each PC’s IP address and
subnet mask except for the right most digit onlehaddress. This digit must be different
on all the PC’s and peripherals such as printetsametwork. See diagram 2 for
reference.

Diag.2

IP address 192.168.10.1 IP address 192.168.10.2 IP address 192.168.10.3
Subnet Mask 255.255.255.0 Subnet Mask 255.25%255. Subnet Mask 255.255.255.0

IP address 192.168.10.4
Subnet Mask 255.255.255.0

Many newer operating systems such as Windows X havautomatic IP assignment
function that will automatically set up IP addres$ar you. If your operating system does
not support this feature then there are severabwagonfigure the IP address and subnet
mask. One way is to set up a static IP and ther @thg is to use a DHCP server, which
most Cable/DSL routers have built into them. ThedPHDynamic Host Configuration
Protocol) function automatically assigns an IP addrand subnet mask to the PC’s on
the network. For this automatic IP address assightoenvork your PC must be

configured to “obtain an IP address automatically”.

Info on how to set up a Static or manual IP addire$¥indows XP
http://www.microsoft.com/resources/documentatiomudiws/XP/all/reskit/en-

us/Default.asp?url=/resources/documentation/WindéR&ll/reskit/en-
us/prjj_ipa_djjs.asp

© L-com, Inc. All Rights Reserved. L-com ConnedfvProducts and the L-com Logo are registered marks
Toll Free Ordering and Technical Support: 1-800-3485  Visit our website aww.L-com.com



L-C®rmi:
-~

Connectivity

Info on how to use DHCP to automatically assigmadiéresses

http://www.microsoft.com/windowsxp/home/using/pretiipbc/en/default.asp?url=/windo
wsxp/home/using/productdoc/en/howto_enable_dhcp.asp

What you have now created is called a LAN (Locaa@Network). This local network
has no access to the outside world or the Intelmerder to connect to the WAN (Wide
Area Network) or Internet, you will need a rout&router is more ‘intelligent” than an
Ethernet switch and provides security against hadkging to steal information, disable
or take over your network. A lot of routers on tharket today come with an Ethernet
switch built right into them. This is good sinceséves on space and money. Diagram 3
shows a typical router/switch combo device thateis/ popular today.

Diag. 3

Router/Switch

The routers we will reference in this paper arel€ab DSL routers. These work in
conjunction with your Cable Modem or DSL Modem whis usually supplied by your
cable or telephone company. Set up is generallywhsn using the supplied set up CD
that ships with most Cable/DSL routers. Diagranmdvss the typical set up for a router.
Diag. 4

Cable Modem Cable/DSL Router PCs

Cat 5E Cables

Internaet
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Wired Network Cat 5E Cable installation

If you are planning a wired network that entailerring Cat 5E cabling through the walls
and ceilings then this information will be very pieil.

First there are some limitations; Cat 5E cableady go 100 meters or 328 feet. Once
you get to that distance you will need to repeatdignal with an Ethernet switch or
repeater. Also if you have machines that produeetelnic “noise” where the cabling is
going it may be best to use shielded Cat 5E caldimgyen fiber optic cabling if required.
Most home networks and small to mid sized busirsegse Cat 5E copper cabling.

Begin by drawing a map of your network layout irtthg distances between PC'’s,
routers and switches. Calculate the total lengtbabling needed and add 10% to that
number. Cat 5E cabling is readily available in D880t spools and in pre terminated
(connectorized) lengths. The connectorized lengtltaible are referred to as patch
cables and are used to connect PC’s and netwoekjngpment such as switches and
routers to RJ45 wall plates.

Note: Cat 5E cable comes in both stranded copgpered as solid copper conductor
versions. Solid is used for long runs inside walid ceilings and the more flexible,
stranded cable is used for shorter patch cables.

Materials needed for Cat 5E cable installations

1,000 ft spool bulk solid Cat 5E cable Cat SEBRKeystone  Jack Punch down tool and cabifgpst

¢ 7

wall plates

After you have run all the cable, stripped andgh@d down the ends of the cables to the
RJ45 keystones you are ready to install the waligsl We recommend that you use
either wall mount termination boxes (if not usingall plate with RJ45 keystones) or
rack mount patch panels. The reason for this istttgasolid conductor cable used for

long runs inside walls and ceilings is not as téxias stranded conductor patch cables. If
you continually move the solid cable damage mawosooner than with a stranded
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patch cable which is more flexible. Also, if damagere to occur to the end of the solid
conductor cable you would need to cut it backpstrand re-terminate. If there were not
enough slack left in the cable then you would needin all new cable in the wall or
ceiling. By using a patch panel or wall plate yaum ensure the integrity and longevity of
your installed solid conductor cable. Also, patohds are very inexpensive and can be
replaced very easily.

Wireless Networks

A wireless network is very similar to the wired wetk in that all the same pieces are
still required, a wireless NIC, Access Point (saniio a wired network Ethernet Switch)
and a wireless router. The only thing that's migssithe Cat 5E cable.

First you will need to determine if your desktoplLaptop PC already has a wireless NIC
built in. Again, check your users guide to confitms. Once your wireless NIC is
installed you will need to configure the SSID (seevset identifier) on each of the PC’s
to use the same name. Also, you need to make Bubhe avireless NICs are configured
to be on the same channel and set levels of enonyiitdesired. Your wireless access
point or router should come with detailed explamanf how to configure the SSID and
security features such as encryption and accassNsny of today’s wireless routers
come with the access point functionality built tiglh The diagram below shows a
typical wireless network set up.

Diag. 5

Cable or DSL Modem

With wireless networks you can either set up a Lé&sNt WAN depending on your needs.
To set up a LAN you will simply need wireless NI@'sall PC’s and peripherals such as
printers and a wireless Access Point. The wiredesgss point acts as a repeater, which
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sends the wireless communications between PCstligpsa WAN connection you will
need to use a router. See Diagram 5 above.

In addition to setting up SSID’s and encryptiontba wireless network, you will also

need to follow the IP address and subnet rulesédefearlier in the wired network
section of this paper for the wireless users toroomcate.

Additional Resources

Network cabling
http://www.l-com.com/images/multimedia/tips/tip ugip.pdf

http://www.l-com.com/images/multimedia/tips/tip manability ratings.pdf

http://www.l-com.com/images/multimedia/tips/tip aided vs solid.pdf

http://www.l-com.com/images/multimedia/tips/tip lstgne wallplate.pdf

http://www.l-com.com/images/multimedia/video cliyps/ KWP.html

General Networking Info
http://www.l-com.com/images/multimedia/tutorialstaeom tutorial.pdf
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L-com, a global leader in the manufacture of wiaed wireless connectivity products,
offers a wide range of solutions and unmatchedocost service for the electronics and
data communications industries. The company’s propartfolio includes cable
assemblies, connectors, adapters, computer netvgockimponents, and custom
products, as well as their Hyperlink line of wirgdeproducts which include Antennas, RF
Amplifiers, Coaxial lightning and surge protectaasad NEMA rated enclosures. L-
com’s HyperLink wireless products are designedvfFi, WiMAX, SCADA,
802.11a/b/g/n, RFID and Bluetooth applications.sted for over 25 years, L-com, which
is headquartered in North Andover, MA, is ISO 90800 certified and many of its
products are UL® recognized. www.l-com.com

For more information, contact your L-com sales espntative at 1-800-343-1455 or e-
mail sales@L-com.com.

Corporate Headquarters and Fulfillment Facility
45 Beechwood Drive
North Andover, MA 01845

Cable Assembly
Manufacturing Facility
1755 Osgood Street
North Andover, MA 01845

Far East Manufacturing and Fulfillment Facility
200 SuHong Road
Suzhou, China 215021

Wireless Manufacturing and Fulfillment Facility
1201 Clint Moore Road
Boca Raton, FL 33487
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